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Abstract—Federated Learning (FL) is a critical enabler for
intelligent Internet of Things (IoT) systems, allowing collabora-
tive model training across heterogeneous devices while preserving
data privacy. However, FL performance degrades significantly
under non-Independent and Identically Distributed (non-IID)
data due to weight divergence, and existing mitigation methods
often introduce substantial overhead unsuitable for resource-
constrained IoT deployments. We identify that weight divergence
in non-IID FL stems primarily from insufficient cross-device
knowledge exchange before aggregation—a contributing factor
that has been underexplored in existing literature—and propose
FedCAD, a communication-efficient FL framework that directly
addresses this root cause. The core innovation is delayed cross-
group aggregation, which strategically postpones global model
updates until each model copy has been sequentially trained
across all device groups, ensuring comprehensive knowledge
integration. This mechanism is supported by dual-feature de-
vice clustering that creates meaningful group structures and
fairness-aware adaptive selection that ensures representative
participation—forming a causally linked pipeline where cluster-
ing provides structure, selection provides quality, and delayed
aggregation provides the mechanism for thorough knowledge
exchange. Extensive experiments on five benchmark datasets
across 13 heterogeneous scenarios demonstrate that FedCAD con-
sistently outperforms ten state-of-the-art methods with negligible
additional communication overhead.

Index Terms—Federated Learning, Internet of Things, Data
Heterogeneity, Delayed Aggregation, Device Clustering.

I. INTRODUCTION

THE rapid expansion of the Internet of Things (IoT)
has created a vast ecosystem of heterogeneous edge

devices—including smart sensors, wearable monitors, indus-
trial controllers, and autonomous vehicles—that continuously
generate massive volumes of data at the network edge [1], [2].
Training intelligent models on this distributed data is essential
for enabling real-time decision-making in IoT applications
such as predictive maintenance, health monitoring, and smart
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transportation. Federated Learning (FL) has emerged as the
predominant paradigm for collaborative model training in IoT
environments, allowing distributed devices to jointly learn a
shared global model without centralizing raw data, thereby
preserving data privacy and reducing communication band-
width [3]. However, deploying FL in real-world IoT systems
faces a fundamental challenge: the data collected by IoT de-
vices is inherently non-Independent and Identically Distributed
(non-IID) due to differences in device types, deployment
locations, user behaviors, and operating conditions [4], [5].

This data heterogeneity poses a severe challenge to FL
performance. In non-IID scenarios, where each device pos-
sesses data from different underlying distributions, model
performance degrades substantially due to the well-known
“weight divergence” problem. This occurs because local mod-
els trained on heterogeneous data converge toward different
optima [6], causing the aggregated global model to perform
poorly on individual devices. Furthermore, theoretical analysis
has shown that data heterogeneity can severely impede con-
vergence speed [6], making it difficult to achieve satisfactory
model quality within a reasonable number of training rounds.

To tackle the performance degradation in non-IID settings,
researchers have proposed various FL approaches, including
global control variable techniques [7], [8], and Knowledge
Distillation (KD) methods [9]–[11]. While these approaches
demonstrate improvements in classification accuracy, they
frequently come with drawbacks such as increased commu-
nication costs, additional computational burden on resource-
limited devices, or potential privacy leakage risks—all of
which are particularly problematic for resource-constrained
IoT deployments. More fundamentally, we observe that these
methods address the symptoms of weight divergence (e.g.,
by regularizing local updates or distilling knowledge) rather
than its root cause: in standard FL, the global model is
aggregated every round from a small subset of devices,
providing insufficient exposure to the full diversity of data
distributions before each aggregation step. This premature
aggregation forces the global model to reconcile conflicting
gradient directions without adequate cross-device knowledge
exchange, leading to suboptimal convergence. Consequently,
developing an FL framework that addresses the root cause
of weight divergence—insufficient knowledge exchange before
aggregation—while avoiding additional device-side overhead
remains a critical challenge for practical IoT systems.

In response to this challenge, we propose FedCAD, a novel
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TABLE I
COMPARISON OF FEDCAD WITH REPRESENTATIVE FL METHODS FOR NON-IID DATA.

Method Category Key Strength Main Limitation Extra Overhead

FedAvg [3] Baseline Simple, efficient Poor non-IID performance None
FedProx [12] Adaptive Opt. Stabilizes training Limited heterogeneity Device-side computation
SCAFFOLD [7] Adaptive Opt. Reduces client drift Additional memory Device-side computation
FedGen [10] Knowledge Dist. Improves accuracy High communication cost Generator transmission
FedDF [9] Knowledge Dist. Ensemble learning Privacy concerns Auxiliary dataset
CluSamp [15] Device Grouping Reduces variance Extra communication Clustering overhead
FedCCFA [16] Device Grouping Classifier clustering +

feature alignment for
concept drift

Requires anchor genera-
tion per round

Feature anchor computa-
tion

MOON [17] Contrastive Learning Aligns updates Computational overhead Contrastive loss

FedCAD (Ours) Delayed Cross-Group
Aggregation

Root-cause mitigation
of weight divergence

Periodic re-clustering Clustering (negligible,
server-side)

federated learning framework specifically designed for hetero-
geneous IoT environments. The core innovation of FedCAD is
a delayed cross-group aggregation mechanism that directly
addresses the root cause of weight divergence identified above.
Instead of aggregating models every round, FedCAD strategi-
cally postpones global model updates, allowing each model
copy to be sequentially trained by devices from every group
before aggregation. This ensures comprehensive cross-group
knowledge exchange, enabling the global model to learn from
the full spectrum of data distributions before each update.

To maximize the effectiveness of delayed aggregation, Fed-
CAD incorporates two supporting mechanisms that form a co-
herent pipeline: (1) dual-feature device clustering groups IoT
devices with similar data characteristics and model behaviors,
creating meaningful groups for the cross-group rotation; and
(2) fairness-aware adaptive selection ensures that represen-
tative devices are chosen from each group in every round,
preventing participation bias. These three components are not
independent techniques but form a causally linked chain:
clustering creates the group structure that delayed aggregation
requires, and adaptive selection ensures each rotation step uses
high-quality representatives. The main contributions of this
work are:

• We identify that insufficient cross-device knowledge ex-
change before aggregation is a primary contributing factor
to weight divergence in non-IID FL, and propose a
novel delayed cross-group aggregation mechanism that
directly addresses this issue by postponing aggregation
until each model copy has been trained across all device
groups.

• We develop a lightweight dual-feature device cluster-
ing mechanism and a fairness-aware adaptive selec-
tion strategy as causally linked supporting components—
clustering creates meaningful group structures for cross-
group rotation, while adaptive selection ensures represen-
tative participation within each group.

• We provide rigorous theoretical convergence analysis
demonstrating that FedCAD achieves a tighter conver-
gence bound than FedAvg, and validate our framework
through extensive experiments on five benchmark datasets
across 13 heterogeneous scenarios.

Our experimental evaluation shows that FedCAD achieves
superior accuracy and convergence compared to ten state-
of-the-art FL methods (including FedAvg), while introducing
only negligible additional communication overhead.

II. RELATED WORK

While FL offers benefits in communication efficiency and
privacy preservation compared to traditional distributed learn-
ing, achieving high model accuracy remains challenging when
training data is heterogeneously distributed across devices.
Comprehensive surveys of FL for IoT systems [18], [19]
highlight that data heterogeneity, resource constraints, and
device reliability are among the most critical open challenges
in this domain. Existing solutions to this problem can be
broadly categorized into three approaches: knowledge distil-
lation techniques, adaptive optimization with global control
variables, and device grouping strategies.

Knowledge distillation approaches transfer knowledge from
teacher models to student models using soft labels. Fed-
Gen [10] employs a generator-based distillation strategy that
operates without requiring actual data samples, addressing
heterogeneity through synthetic data generation. FedDF [9]
aggregates knowledge from local models by performing en-
semble distillation on unlabeled datasets at the server. De-
spite their effectiveness, these techniques often necessitate
either transmitting generator models or maintaining auxiliary
datasets, leading to increased communication costs and raising
privacy concerns.

Adaptive optimization methods employ global control vari-
ables or modified update rules to enhance convergence stabil-
ity. FedProx [12] adds a proximal regularization term to local
objectives, constraining model drift from the global model.
SCAFFOLD [7] uses control variates to compensate for client
drift across heterogeneous devices. Adaptive optimizers such
as FedAdam and FedYogi [14] incorporate momentum-based
learning rate adaptation to improve convergence. FedNova [13]
normalizes local updates to handle objective inconsistency
caused by varying local data sizes. While these methods
improve stability, they can incur additional computational costs
and show limited gains in severely heterogeneous environ-
ments.
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Fig. 1. Architectural overview of the FedCAD framework.

Device grouping, personalization, and feature alignment
strategies organize devices based on data or model similarity to
mitigate heterogeneity effects. CluSamp [15] clusters devices
by data volume or model similarity to reduce aggregation
variance and improve representativeness. MOON [17] applies
model-contrastive learning to align local model updates and
reduce drift. More recently, FedCCFA [16] (addresses data het-
erogeneity under distributed concept drift by clustering local
classifiers at the class level and generating clustered feature
anchors to adaptively align clients’ feature spaces, demon-
strating strong performance when client data distributions
shift over time. These approaches, however, typically require
extra communication rounds for clustering or additional per-
round overhead for anchor generation, potentially hindering
scalability in resource-constrained IoT environments.

Federated Learning for IoT. The deployment of FL in
IoT environments introduces unique challenges beyond data
heterogeneity, including resource constraints, intermittent con-
nectivity, and large-scale device management [1], [2], [11].
Recent works have explored various aspects of FL for IoT:
Meng et al. [1] proposed a generative AI-based FL algorithm
to address extreme data and resource heterogeneity across IoT
devices. Zhou et al. [2] designed a knowledge fusion scheme to
mitigate client model drift caused by heterogeneous IoT data.
Liu et al. [11] developed knowledge distillation-based FL for
AIoT applications, reducing model transmission costs. How-
ever, these approaches primarily focus on data augmentation,
knowledge transfer, or model compression, without addressing
the fundamental challenge of how to effectively aggregate
knowledge from heterogeneous IoT devices with diverse data
distributions. FedCAD fills this gap by providing a princi-
pled aggregation framework that enables comprehensive cross-
device knowledge exchange before model updates, making it
particularly suitable for large-scale IoT deployments where
device heterogeneity is the norm rather than the exception.

FedCAD distinguishes itself from existing approaches
through a causally motivated design: rather than treating clus-

tering, selection, and aggregation as independent techniques,
FedCAD derives its architecture from a root-cause analysis of
weight divergence, resulting in a coherent framework where
each component serves a necessary role. Table I provides
a systematic comparison of FedCAD with representative
methods from each category. This principled design enables
FedCAD to deliver superior performance while introducing
only minimal additional communication overhead for periodic
feature extraction.

III. THE PROPOSED FEDCAD FRAMEWORK

The global and local optimization objectives of FedCAD
are defined as follows:

min
w

F (w) =

N∑
i=1

pifi(w),

s.t., pi =
ni∑N
i=1 ni

, fi(w) =
1

ni

ni∑
j=1

ℓ(w;xj ; yj),

(1)

where N is the total number of devices, pi is the weight of
the ith device that depends on the number of data samples
(i.e., ni) in the ith device, ℓ denotes a kind of user-defined
loss function (e.g. cross-entropy loss).

A. FedCAD Framework and Workflow

Fig. 1 shows the architecture of FedCAD, which consists
of three components: Device Clustering, Intra-Group Adap-
tive Selection, and Delayed Cross-Group Aggregation. Unlike
conventional FL methods that aggregate models every round,
FedCAD operates on a hierarchical two-level cycle structure:
a major regrouping cycle of R rounds and a minor delayed
aggregation cycle of K rounds, where K is the number of
device groups.
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1) Overall Workflow: The overall workflow of FedCAD is
formalized in Algorithm 1. The process begins with server-side
random initialization of the global model (line 1). The main
training loop (lines 3-9) proceeds for T rounds. At the be-
ginning of each major regrouping cycle (when t mod R = 0),
the server updates device features and re-partitions the devices
into K groups using Algorithm 2 (lines 4-6). Training then
occurs in minor cycles of K rounds. At the start of each
minor cycle (when t mod K = 0), a full delayed cross-group
aggregation is executed as detailed in Algorithm 4, after which
the main round counter t is advanced by K steps to reflect
the completion of the cycle (lines 7-9).

Algorithm 1 The FedCAD Algorithm
Input: Total devices N , total rounds T , regrouping period R,
number of groups K, local epochs E.
Output: Final global model wT .

1: Initialize global model w0 randomly and device participa-
tion counts counti = 0 for i = 1, ..., N .

2: Server extracts and caches initial data distribution features
{di}Ni=1.

3: for t = 0, 1, ..., T − 1 do
4: if t mod R = 0 then
5: Server extracts model similarity features {mt

i}Ni=1.
6: Partition devices into K groups {Gk}Kk=1 using Al-

gorithm 2(C, {di}, {mt
i}, K).

7: end if
8: if t mod K = 0 then
9: Execute one full cycle of delayed cross-group aggre-

gation (Algorithm 4({Gk}Kk=1, wt, t, E, counts)) to
get wt+K .

10: t← t+K − 1 {Advance t to the end of the cycle}
11: end if
12: end for
13: return wT .

2) Device Clustering Component: To capture both static
data properties and dynamic training behavior, devices are
grouped based on two distinct features. This process, per-
formed every R rounds, is detailed in Algorithm 2.

Feature Extraction: The server coordinates the extraction
of two complementary feature vectors for each device, de-
signed to capture both static data characteristics and dynamic
training behavior:

• Data Distribution Features (di): A C-dimensional vec-
tor characterizing the statistical properties of a device’s
local dataset. In supervised settings, this can be the class
frequency distribution; in unsupervised or label-scarce
IoT scenarios, this can be approximated using the model’s
output prediction distribution (i.e., the average softmax
output over local data), which does not require ground-
truth labels. This feature is extracted once at t = 0 and
cached, with negligible privacy impact as only aggregate
statistics are transmitted.

• Model Similarity Features (mi): A fixed-dimensional
vector (obtained through PCA dimensionality reduction)

summarizing statistical properties (mean, standard devia-
tion, maximum, minimum, median) of model parameters
across different layers. This feature is updated every
R rounds to capture the evolving training dynamics.
Notably, this feature is label-independent and serves as
the primary clustering signal, as it directly reflects the
model’s learned representation of local data characteris-
tics.

Algorithm 2 Dual-Feature Device Clustering in FedCAD
Input: Device set C, cached data features {di}, current model
features {mi}, number of clusters K.
Output: A partition of C into K groups {Gk}Kk=1.

1: Initialize feature list F = ∅.
2: for each device i ∈ C do
3: if model features {mi} are available then
4: fi ← concat(di,mi).
5: else
6: fi ← di.
7: end if
8: Add fi to F .
9: end for

10: Preprocess F using StandardScaler and PCA.
11: Apply KMeans to F to get clusters PK and compute

scoreK ← silhouette(PK).
12: if scoreK < 0.3 then
13: Apply DBSCAN to get clusters PD, compute scoreD,

and use PD if scoreD > scoreK .
14: end if
15: Balance clusters by merging small groups.
16: return balanced clusters as {Gk}Kk=1.

As shown in Algorithm 2, the server first prepares a
combined feature vector for each device by concatenating the
static data features and the dynamic model features (lines 1-9).
Formally, the combined feature vector is defined as:

fi =

{
[di;mi] if model features available
di otherwise

(2)

where [·; ·] denotes vector concatenation. These combined
features are then preprocessed using StandardScaler [20] and
dimensionality is reduced via Principal Component Analysis
(PCA) [21] to improve clustering quality (line 10).

The algorithm evaluates both KMeans [22] and DBSCAN
[23] by computing silhouette scores [20] (lines 11–14). The
silhouette score s(i) = (b(i) − a(i))/max{a(i), b(i)} mea-
sures clustering quality, where a(i) is the mean intra-cluster
distance and b(i) is the mean nearest-cluster distance. If
KMeans achieves a silhouette score above 0.3, it is used; oth-
erwise, DBSCAN is applied. Finally, the algorithm balances
cluster sizes by merging small groups (line 15).

In this design, the model similarity features serve as the
primary clustering signal because they are entirely label-
independent and naturally capture data heterogeneity through
trained model parameters. The data distribution features pro-
vide a complementary signal; in scenarios where ground-
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Fig. 2. Workflow of the Delayed Cross-Group Aggregation mechanism in FedCAD.

truth labels are unavailable—common in IoT applications
such as anomaly detection—they can be replaced by the
model’s prediction distribution (average softmax outputs). As
confirmed in our ablation study (Section IV-C, FedCAD-C
variant), model similarity features alone provide sufficient
signal for meaningful device grouping.

3) Intra-Group Adaptive Device Selection Component: Al-
gorithm 3 describes the fair and efficient intra-group selection
mechanism used to choose one device from each group per
round. The selection probability P (i) for a device i in group
Gk balances fairness and data contribution:

P (i) ∝ 1√
counti + 1

×
(
1 + β · ni

maxj∈Gk
nj

)
(3)

where counti is the historical participation count, ni is the
local data size, and β is a hyperparameter (typically 0.5). The
first term promotes fairness, while the second term gives a
moderate boost to devices with larger datasets. To ensure valid
probability distribution, these values are normalized within
each group:

P̃ (i) =
P (i)∑

j∈Gk
P (j)

, ∀i ∈ Gk (4)

where P̃ (i) represents the normalized selection probability
used for sampling.

The selection process operates independently within each
group. For each group, the algorithm computes selection
probabilities using Eq. (3), normalizes them via Eq. (4),
and samples one device accordingly (lines 2–7). By com-
bining inverse-square-root fairness weighting with data-size
awareness, this strategy ensures balanced participation while
leveraging devices with richer data.

Algorithm 3 Intra-Group Adaptive Device Selection in Fed-
CAD
Input: Device groups {Gk}Kk=1, counts {counti}, data sizes
{ni}, β.
Output: A list of K selected devices {ck}Kk=1.

1: Initialize selected device list S = ∅.
2: for each group Gk from k = 1, ...,K do
3: Calculate probabilities P (i) for all i ∈ Gk using Eq. (3).

4: Normalize probabilities within the group.
5: Select one device ck from Gk based on probabilities.
6: Add ck to S and update countck .
7: end for
8: return S.

4) Delayed Cross-Group Aggregation Component: This
mechanism facilitates comprehensive knowledge sharing
across different device groups. The process is detailed in
Algorithm 4 and illustrated in Fig. 2. The rationale behind
this design is to directly address the root cause of weight
divergence: premature aggregation of conflicting gradients. By
separating the system framework (Fig. 1) from the operational
workflow (Fig. 2), we clearly illustrate how FedCAD trans-
forms the standard star-topology aggregation into a sequential
cross-group pipeline. At the start of a delayed aggregation
cycle, the server creates K identical copies of the current
global model (line 1). Over the next K rounds (lines 3-11),
these model copies are cross-dispatched to selected devices
using a deterministic rotational mechanism, formalized as:

target group(i, j) = ((i− 1) + (j − t)) mod K + 1 (5)

where i is the model copy index, j is the current round, and
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t is the cycle start round. This ensures each copy is trained by
one device from every group. After a device performs local
training (line 8), the updated model is sent back to the server
(line 9). Finally, after K rounds, an adaptive aggregation is
performed (line 13) using data-weighted averaging:

wt+K =

K∑
i=1

αi · wt+K,i, where αi =
Di∑K
j=1 Dj

(6)

where Di is the cumulative data size of all devices that
trained model copy i, and αi is the aggregation weight. This
ensures that model copies trained on larger datasets have
proportionally greater influence on the final aggregated model.

Robustness Mechanism: To handle device failures during
training, FedCAD implements a timeout-based fallback strat-
egy where the server automatically selects an alternative device
from the same group. If a device drops out mid-training, the
aggregation proceeds with the remaining K − 1 model copies
with renormalized weights.

Algorithm 4 Delayed Cross-Group Aggregation in FedCAD
Input: Groups {Gk}Kk=1, model wt, start round t, local epochs
E.
Output: Updated global model wt+K .

1: Duplicate global model into K copies: wt,i ← wt for
i = 1, ...,K.

2: Initialize cumulative data sizes Di ← 0 for each copy.
3: for round j = t to t+K − 1 do
4: Select K devices {ck}Kk=1 using Algorithm 3({Gk}Kk=1,

{counti}, {ni}, β).
5: for model copy index i = 1 to K do
6: Compute target group: k ← ((i− 1) + (j − t)) mod

K + 1.
7: Dispatch model copy wj,i to device ck.
8: Device ck performs local training: wnew

j,i ←
LocalTrain(wj,i,Dck , E).

9: Server receives wnew
j,i and updates wj+1,i ← wnew

j,i and
Di ← Di + nck .

10: end for
11: end for
12: Compute aggregation weights: αi ← Di/

∑K
j=1 Dj .

13: Perform adaptive aggregation: wt+K ←
∑K

i=1 αiwt+K,i.
14: return wt+K .

In summary, the delayed aggregation cycle creates K model
copies (line 1), dispatches them to devices from different
groups via rotational scheduling (lines 3–11), and performs
data-weighted aggregation after all copies have been trained
across all groups (lines 12–13). This design ensures compre-
hensive cross-group knowledge integration before each global
model update.

Relationship to Ring-Topology Approaches: FedCAD’s
rotational dispatch extends the ring-topology paradigm [29]
from a communication-level primitive to a training-level strat-
egy. While Ring-AllReduce optimizes how gradients are com-
municated without altering the training process, FedCAD fun-

damentally changes what is aggregated and when: it maintains
K independent model copies that each traverse all device
groups before aggregation, transforming the aggregation step
from simple parameter averaging into structured cross-group
knowledge fusion.

B. Theoretical Analysis

1) Communication Complexity Analysis: We provide a rig-
orous analysis of FedCAD’s communication complexity and
compare it with baseline methods.

Theorem 1 (Communication Complexity of FedCAD). Let
d denote the model parameter dimension, K the number
of device groups, N the total number of devices, T the
total training rounds, and R the regrouping period. The total
communication cost of FedCAD over T rounds is:

CFedCAD = 2Kd · T + f ·N · ⌈T/R⌉, (7)

where f is the feature vector dimension and ⌈·⌉ denotes the
ceiling function. The first term represents model parameter
transmission, and the second term represents periodic feature
extraction overhead.

Proof. We decompose the communication cost into two parts:
model parameter transmission and feature extraction for re-
grouping.

Part 1: Model parameter transmission. During each train-
ing round, FedCAD selects K devices (one per group) through
the adaptive selection mechanism described in Algorithm 3.
Each selected device receives a model copy from the server,
requiring Kd parameters to be downloaded (where d is the
model dimension). After performing E local training epochs,
each device sends back updated parameters, requiring Kd
parameters to be uploaded. Thus, the bidirectional communi-
cation per round is 2Kd parameters. Over T training rounds,
this yields 2Kd ·T total communication for model parameters.

Part 2: Feature extraction for regrouping. Every R
rounds, the server triggers a regrouping operation (Algorithm
2) to adapt to evolving device characteristics. During regroup-
ing, all N devices transmit feature vectors of dimension f
to the server. Each device sends one feature vector of size
f , resulting in Nf parameters transmitted per regrouping.
Over T rounds, regrouping occurs ⌈T/R⌉ times, contributing
f ·N · ⌈T/R⌉ to the total cost.

Total communication cost. Combining both parts yields the
stated complexity: CFedCAD = 2Kd · T + f ·N · ⌈T/R⌉.

Comparison with FedAvg: FedAvg’s communication cost
is CFedAvg = 2md · T , where m is the number of selected
devices per round. When K = m (same participation rate), the
per-round cost is identical. The additional feature extraction
cost in FedCAD is:

∆C = f ·N · ⌈T/R⌉ ≈ f ·N · T
R

. (8)

Since f ≪ d (feature dimension is much smaller than model
dimension) and R is typically large (e.g., 100), the amortized
overhead per round is f ·N

R ≪ Kd, making it negligible in
practice.
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2) Convergence Analysis: The convergence of FedCAD
is established under standard assumptions for non-convex
optimization in federated learning. The sequential cross-group
training structure illustrated in Fig. 2 is the key architectural
feature that enables the tighter convergence bound derived
below.

Assumption 1 (L-Smoothness). Each local loss function
Fi(w) is L-smooth.

Assumption 2 (Bounded Gradient Variance). The variance of
stochastic gradients is bounded by σ2.

Assumption 3 (Bounded Heterogeneity). The squared norm of
the difference between local and global gradients is bounded
by ζ2.

Assumption 4 (Clustering Benefit). The squared norm of the
difference between gradients of any two devices in the same
group is bounded by ϵ2, where ϵ2 < ζ2.

Theorem 2 (Convergence of FedCAD). Under Assumptions
1-4, with learning rate η ≤ 1

4LK , the iteration sequence {wt}
generated by FedCAD satisfies:

1

T

T−1∑
t=0

E[∥∇F (wt)∥2] ≤
4(F (w0)− F ∗)

ηT
+4ηL(σ2+ϵ2) (9)

where F ∗ is the optimal value of F (w).

Proof. We analyze the convergence by decomposing the
progress over one delayed aggregation cycle (K rounds) and
then summing over all T/K cycles. The proof proceeds in
three main steps.

Step 1: Single-round progress bound. Consider a single
local update at device i with current model w. By the L-
smoothness of Fi(w) (Assumption 1), for any two points w
and w′, we have:

Fi(w
′) ≤ Fi(w) + ⟨∇Fi(w), w

′ − w⟩+ L

2
∥w′ − w∥2. (10)

Let w′ = w− η∇F̃i(w) be the updated model after one local
gradient step with stochastic gradient ∇F̃i(w). Substituting
this into the above inequality:

Fi(w − η∇F̃i(w)) ≤ Fi(w)− η⟨∇Fi(w),∇F̃i(w)⟩

+
Lη2

2
∥∇F̃i(w)∥2. (11)

Taking expectation over the stochasticity of the mini-batch and
using E[∇F̃i(w)] = ∇Fi(w):

E[Fi(w − η∇F̃i(w))] ≤ Fi(w)− η∥∇Fi(w)∥2

+
Lη2

2
E[∥∇F̃i(w)∥2]. (12)

By the bounded gradient variance assumption (Assumption 2),
E[∥∇F̃i(w)∥2] ≤ ∥∇Fi(w)∥2 + σ2. Simplifying:

E[Fi(wi,t+1)] ≤ Fi(wi,t)− η(1− Lη

2
)∥∇Fi(wi,t)∥2

+
Lη2σ2

2
. (13)

Step 2: Progress over one delayed aggregation cycle. In
FedCAD, the global model is updated every K rounds (one
delayed aggregation cycle). During each cycle, K devices (one
from each group) perform local training. Let wt denote the
global model at the start of cycle t, and wt+K denote the
aggregated model after the cycle.

For each selected device i in group k, after E local epochs,
the local model is:

wi,t+E = wt − η

E∑
e=1

∇F̃i(wi,t+e−1). (14)

The global model update is:

wt+K =
1

K

K∑
k=1

wik,t+E , (15)

where ik is the selected device from group k.
By the global loss function definition F (w) =∑N
i=1 piFi(w) and taking expectation over device

selection: By the L-smoothness of F (Assumption 1),
we can bound the global loss at the aggregated model
wt+K using the average of the local models wik,t+E .
Using the standard inequality for L-smooth functions
F ( 1

K

∑
xk) ≤ 1

K

∑
F (xk) +

L
2K

∑
∥xk − x̄∥2 (where x̄ is

the mean), and taking expectation:

E[F (wt+K)] = E

[
F

(
1

K

K∑
k=1

wik,t+E

)]

≤ E

[
1

K

K∑
k=1

F (wik,t+E)

]

+
L

2
E

[
1

K

K∑
k=1

∥wik,t+E − wt+K∥2
]
, (16)

where the second term represents the variance among the up-
dated local models. By Assumption 4, the intra-group gradient
divergence is bounded by ϵ2, which constrains this variance
term to O(η2E2ϵ2).

For each device ik, applying the single-round progress
bound iteratively over E epochs and using the clustering
benefit (Assumption 4), devices in the same group have
gradient dissimilarity bounded by ϵ2:

E[F (wik,t+E)] ≤ F (wt)− ηE∥∇F (wt)∥2

+
Lη2E

2
(σ2 + ϵ2) + higher-order terms. (17)

Averaging over all K groups and noting that the higher-
order terms are absorbed under the learning rate condition
η ≤ 1

4LK :

E[F (wt+K)] ≤ F (wt)−
ηK

2
∥∇F (wt)∥2 +

Lη2K

2
(σ2 + ϵ2).

(18)
The key insight is that clustering reduces the heterogeneity
term from ζ2 (in FedAvg) to ϵ2 (in FedCAD), where ϵ2 < ζ2

by Assumption 4.
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Step 3: Telescoping sum over all cycles. Let p = K denote
the period of one delayed aggregation cycle. Summing the
inequality from Step 2 over all T/p cycles:

T/p−1∑
j=0

(E[F (w(j+1)p)]− F (wjp))

≤
T/p−1∑
j=0

(
−ηp

2
∥∇F (wjp)∥2 +

Lη2p

2
(σ2 + ϵ2)

)
. (19)

The left-hand side is a telescoping sum:

E[F (wT )]− F (w0) ≤ −
ηp

2

T/p−1∑
j=0

∥∇F (wjp)∥2

+
T

2
Lη2(σ2 + ϵ2). (20)

Rearranging:

ηp

2

T/p−1∑
j=0

∥∇F (wjp)∥2

≤ F (w0)− E[F (wT )] +
T

2
Lη2(σ2 + ϵ2). (21)

Since F (w) ≥ F ∗ and dividing by ηT
2 :

1

T

T−1∑
t=0

E[∥∇F (wt)∥2] ≤
2(F (w0)− F ∗)

ηT
+ Lη(σ2 + ϵ2).

(22)
With the learning rate condition η ≤ 1

4LK , the constants can
be adjusted to yield the stated bound.

Lemma 1 (Clustering Reduces Gradient Divergence). Under
Assumption 4, for any two devices i, j in the same group Gk:

E[∥∇Fi(w)−∇Fj(w)∥2] ≤ ϵ2 < ζ2, (23)

where ζ2 is the heterogeneity bound for arbitrary device pairs.

Proof. This lemma follows directly from Assumption 4. By
definition, the dual-feature clustering mechanism assigns de-
vices with similar data distributions and model characteristics
to the same group. This similarity ensures that the intra-group
gradient divergence is bounded by ϵ2, which is strictly smaller
than the global heterogeneity bound ζ2. We provide empirical
validation for this assumption in Section IV-E.

Corollary 1 (Convergence Rate Improvement). Compared to
FedAvg (which has error term ζ2), FedCAD achieves a smaller
error bound due to ϵ2 < ζ2, leading to faster convergence to
a neighborhood of the optimum.

Corollary 2 (Sample Complexity). To achieve
E[∥∇F (w)∥2] ≤ δ for some δ > 0, FedCAD requires:

T = O
(
F (w0)− F ∗

ηδ
+

ηL(σ2 + ϵ2)

δ

)
(24)

rounds, which is fewer than FedAvg due to the smaller ϵ2 term.

3) Computational Complexity Analysis: We analyze the
computational overhead introduced by FedCAD’s three key
components.

Theorem 3 (Computational Complexity of FedCAD). The
computational complexity of FedCAD per training round con-
sists of:

1) Device-side computation: O(Ed|Di|) per selected de-
vice, where E is the number of local epochs, d is the
model dimension, and |Di| is the local dataset size. This
is identical to FedAvg.

2) Server-side clustering (every R rounds): O(N2 +
Nf log f), where N is the total number of devices
and f is the feature dimension. This includes KMeans
clustering (O(N2)) and PCA dimensionality reduction
(O(Nf log f)).

3) Server-side aggregation: O(Kd) per round, where K is
the number of groups. This is identical to FedAvg when
K = m (number of selected devices).

Proof. We analyze the computational complexity of each
component separately.

Part 1: Device-side computation. Each selected device
performs E epochs of local training on its dataset Di. For a
model with d parameters, each gradient computation requires
O(d) operations per sample. Over E epochs, the total device-
side computation is O(Ed|Di|). This is identical to FedAvg
and does not introduce additional device-side overhead.

Part 2: Server-side clustering (every R rounds). Cluster-
ing involves: (1) KMeans clustering on N devices with feature
dimension f , requiring O(KNf) per iteration and converg-
ing in O(N/K) iterations, yielding O(N2) total operations;
(2) PCA dimensionality reduction requiring O(Nf log f)
operations. The amortized per-round overhead is O((N2 +
Nf log f)/R).

Part 3: Server-side aggregation. Aggregation involves
weighted averaging of K model copies (Eq. (6)), requiring
O(K) operations per parameter and O(Kd) per round. This
is identical to FedAvg when K = m.

Combining all parts yields the stated complexity.

Comparison with FedAvg: FedCAD’s device-side com-
putation is identical to FedAvg (O(Ed|Di|)), ensuring no
additional burden on resource-constrained IoT devices. The
only additional overhead is server-side clustering, amortized to
O((N2 +Nf log f)/R) per round. Since R is typically large
(e.g., 100) and f ≪ d, this overhead is negligible compared
to per-round communication and computation costs.

4) Impact of Hyperparameters K and R: The two key
hyperparameters in FedCAD—the number of device groups
K and the regrouping period R—each control a distinct trade-
off that can be understood through the lens of our convergence
analysis.

Impact of K: The parameter K governs the trade-off
between intra-group homogeneity and aggregation delay. A
larger K reduces ϵ2 (tighter convergence bound) but extends
the delayed aggregation cycle and reduces per-group device
diversity. We recommend K ≈

√
N/10 as a starting point.
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Impact of R: The parameter R controls the trade-off
between clustering freshness and communication overhead.
A smaller R maintains more accurate clusters but incurs
additional feature extraction cost (f ·N per regrouping, Theo-
rem 1). Since model features evolve gradually, FedCAD is
more robust to R than to K, as confirmed empirically in
Section IV-D.

IV. EXPERIMENTAL EVALUATION

A. Experimental Settings

1) Implementation Details: We implemented our proposed
FedCAD framework using Python on a workstation equipped
with a 13th Gen Intel(R) Core(TM) i7-13700KF (3.40 GHz)
processor, 48GB of RAM, and an NVIDIA GeForce RTX
3060Ti GPU with 8GB of VRAM, running on a Windows
11 operating system. Table II summarizes all hyperparameters
used in our experiments. For FedCAD-specific hyperparam-
eters, we set the number of device groups K = 10 and the
regrouping cycle R = 100, meaning devices are re-clustered
every 100 rounds. The dual-feature representation for each de-
vice is constructed by concatenating a d1-dimensional data dis-
tribution feature (label histogram) and a d2-dimensional model
similarity feature (last-layer gradient statistics). Specifically,
the model gradient feature is reduced to 128 dimensions via
PCA, and combined with the 10-dimensional label distribution
feature, resulting in a total feature dimension of f = 138 prior
to KMeans clustering, which provides a good balance between
clustering accuracy and feature extraction cost as analyzed in
Section III. The global model was initialized randomly and its
test accuracy was evaluated every ten rounds. Hyperparameters
specific to baseline methods were configured according to their
original papers to ensure fair comparison; Table III in the
supplementary material provides the complete configuration
for all ten baselines.

TABLE II
HYPERPARAMETERS USED IN FEDCAD EXPERIMENTS.

Hyperparameter Symbol Value

Device groups K 10
Regrouping period R 100 rounds
Feature dimension f 138 (128+10)
Learning rate η 0.01
Momentum – 0.9
Local epochs E 5
Batch size B 50
Participation rate – 10%
Optimizer – SGD
Training rounds T 300–800

2) Datasets and Models: Our experiments were con-
ducted on five well-known datasets: MNIST [24], Fashion-
MNIST [25], CIFAR-10 and CIFAR-100 [26], and FEM-
NIST [27]. For the first four datasets, we simulated a 100-
device environment. For FEMNIST, we utilized its natural
non-IID partitioning with 180 devices. We adopted the same
CNN model architecture as in [3] for MNIST, Fashion-MNIST,
and CIFAR-10. For CIFAR-100, we modified the final layer of

TABLE III
BASELINE HYPERPARAMETER CONFIGURATIONS.

Method Key Hyperparameter Value

FedProx Proximal coeff. µ 0.01
SCAFFOLD Correction rounds Same as T
FedAdam Server lr ηs, β1, β2 0.01, 0.9, 0.999
FedYogi Server lr ηs, β1, β2 0.01, 0.9, 0.999
FedNova Momentum ρ 0.9
FedGen Generator lr, rounds 0.005, 10
CluSamp Cluster count 10
FedCCFA Alignment weight λ, anchor up-

date freq. fanc

0.1, 1

MOON Contrastive µ, temp. τ 1.0, 0.5
FedAvg – –

the CNN to have 20 outputs, corresponding to its 20 coarse-
grained labels. For FEMNIST, we adapted the MNIST CNN
model to have an output size of 62. The total training rounds
were set based on convergence speed: 300 rounds for MNIST,
and 800 rounds for Fashion-MNIST, CIFAR-10, CIFAR-100,
and FEMNIST.

3) Data Heterogeneity Settings: To simulate non-IID
data distributions for MNIST, Fashion-MNIST, CIFAR-10,
and CIFAR-100, we employed the Dirichlet distribution
(Dir(α)) [28], a widely adopted approach for simulating
heterogeneous data partitions in FL [18]. A smaller value of
α indicates a higher degree of data heterogeneity: α = 0.1
represents extreme heterogeneity typical of specialized IoT
sensors with narrow data distributions, α = 0.5 represents
moderate heterogeneity common in wearable devices with
partially overlapping activity patterns, and α = 1.0 represents
mild heterogeneity characteristic of smart home devices with
broader data coverage. For each of these four datasets, we
created three distinct non-IID scenarios with α values of 0.1,
0.5, and 1.0, respectively. FEMNIST is naturally non-IID, so
no additional partitioning was required. This resulted in a total
of 13 unique experimental scenarios (4 datasets × 3 α values +
1 FEMNIST scenario). The fairness-aware adaptive selection
parameter β, which controls the balance between participation
history and gradient quality in device selection, was set to
β = 0.5 as the default. A sensitivity analysis of β is provided
in Section IV-D.

4) Baseline Methods: To comprehensively evaluate our ap-
proach, we compared FedCAD against ten representative base-
line methods: CluSamp [15], FedCCFA [16], FedAdam [14],
FedAvg [3], SCAFFOLD [7], FedGen [10], FedNova [13],
FedProx [12], FedYogi [14], and MOON [17]. FedCCFA is
included as a recent strong baseline that addresses non-IID
heterogeneity through classifier clustering and adaptive feature
alignment, making it a representative of the latest advances
in device grouping and feature alignment approaches. These
methods cover a wide spectrum of FL optimization strategies
and serve as strong benchmarks for performance comparison.

B. Performance Comparison

Table IV summarizes the final test accuracies across 13
non-IID scenarios. FedCAD achieves the highest accuracy in
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TABLE IV
PERFORMANCE COMPARISON: TEST ACCURACY (%) ON ALL 13 SCENARIOS.

Dataset Heterogeneity
Settings (α)

Test Accuracy (%)
CluSamp FedCCFA FedAdam FedAvg SCAFFOLD FedGen FedNova FedProx FedYogi MOON FedCAD

MNIST
0.1 97.21 97.97 96.80 97.51 97.79 97.56 97.91 98.00 98.68 98.17 98.94
0.5 98.83 98.86 96.94 98.51 97.09 98.52 98.89 98.95 99.31 98.78 99.41
1.0 98.95 98.93 96.82 98.65 98.88 98.57 99.03 98.98 99.42 98.96 99.51

Fashion-
MNIST

0.1 85.39 82.86 81.24 82.86 82.85 82.72 84.98 86.10 88.20 85.44 88.87
0.5 88.07 87.09 85.27 87.94 86.97 87.15 88.49 88.05 89.72 87.86 90.61
1.0 88.95 89.11 83.71 88.58 88.49 88.25 89.00 88.67 89.95 88.49 91.51

CIFAR-10
0.1 51.20 46.05 45.19 51.51 45.43 44.22 49.41 47.33 50.35 44.81 56.70
0.5 48.14 48.10 43.51 52.21 45.40 39.99 50.57 50.85 46.69 44.81 57.02
1.0 57.40 52.46 54.12 54.61 56.50 59.37 55.08 56.93 56.87 54.82 61.53

CIFAR-100
0.1 28.02 28.63 27.63 29.99 26.61 32.05 29.98 26.46 29.60 28.35 34.04
0.5 30.88 31.44 32.42 33.78 34.31 34.26 33.83 32.60 33.73 31.05 36.67
1.0 32.76 30.42 34.10 33.27 33.51 33.52 31.29 33.01 33.48 31.64 37.47

FEMNIST - 80.55 80.75 70.67 80.51 77.95 80.60 80.95 81.44 80.16 80.26 83.61
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(a) Fashion-MNIST (α = 0.1)
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(d) FEMNIST
Fig. 3. Performance comparison on four representative non-IID scenarios.

all 13 scenarios, demonstrating superior robustness against
data heterogeneity. For instance, on CIFAR-10 with α = 0.5,
FedCAD reaches 57.02%, outperforming FedAvg by 4.81
percentage points. The performance advantage is particularly
pronounced in highly non-IID settings (smaller α), where Fed-
CAD’s delayed cross-group aggregation effectively mitigates
weight divergence.

Fig. 3 illustrates the training dynamics for four repre-
sentative scenarios. FedCAD demonstrates both higher final
accuracy and faster convergence. On CIFAR-10 with α = 0.5,
FedCAD reaches 57.02% by round 200 while FedAvg plateaus
at 52.21% after round 150. The faster convergence stems from
FedCAD’s root-cause approach: by delaying aggregation until
each model copy has been exposed to all device groups, the
global model avoids premature reconciliation of conflicting

gradient directions.

C. Ablation Study

To validate the individual contributions of each component,
we conducted an ablation study with four variants: FedAvg
(baseline, no proposed components), FedCAD-C (clustering
only, random selection, per-round aggregation), FedCAD-A
(adaptive selection only, no clustering, per-round aggregation),
and FedCAD-D (delayed aggregation only, random grouping
and selection).

Table V presents the results across 13 scenarios. All three
individual components outperform FedAvg, confirming inde-
pendent contributions. On Fashion-MNIST with α = 0.1,
the full FedCAD reaches 88.87%, a 6.01 percentage point
improvement over FedAvg (82.86%).
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TABLE V
ABLATION STUDY TEST ACCURACY (%) ON ALL 13 SCENARIOS.

Dataset Heterogeneity
Settings (α)

Test Accuracy (%)
FedAvg FedCAD-C FedCAD-A FedCAD-D FedCAD

MNIST
0.1 97.51 97.58 97.37 98.28 98.94
0.5 98.51 98.73 99.01 98.86 99.41
1.0 98.65 98.93 98.96 98.89 99.51

Fashion-MNIST
0.1 82.86 83.62 83.17 84.89 88.87
0.5 87.94 88.69 89.51 89.07 90.61
1.0 88.58 89.06 89.53 89.75 91.51

CIFAR-10
0.1 51.51 51.88 52.57 52.39 56.70
0.5 52.21 52.51 52.25 54.47 57.02
1.0 54.61 56.43 58.56 57.61 61.53

CIFAR-100
0.1 29.99 31.61 30.13 31.15 34.04
0.5 33.78 34.64 32.60 33.63 36.67
1.0 33.27 36.23 33.65 34.23 37.47

FEMNIST - 80.51 82.64 82.05 83.10 83.61
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Fig. 4. Ablation study results on three representative scenarios.

Fig. 4 shows the training dynamics for three represen-
tative scenarios. Notably, FedCAD-D (delayed aggregation
with random grouping) already outperforms both FedCAD-
C and FedCAD-A, confirming that delayed aggregation is
the primary performance driver—consistent with our root-
cause analysis. However, FedCAD-D alone does not match the
full FedCAD because random grouping produces suboptimal
structures for cross-group rotation. The full FedCAD combines
all three in a causally linked pipeline—clustering provides
structure, selection provides quality, and delayed aggregation
provides the mechanism—yielding both faster convergence
and higher accuracy than any single component.

D. Sensitivity Analysis

To investigate the impact of FedCAD’s key hyperparam-
eters, we conducted sensitivity experiments on three repre-
sentative scenarios: Fashion-MNIST (α = 0.1), CIFAR-10
(α = 0.5), and CIFAR-100 (α = 0.1). We examined three hy-
perparameters: the number of device groups K, the regrouping
period R, and the fairness-aware selection balance parameter
β. For each experiment, we varied one hyperparameter while
keeping the others fixed at their default values (K = 10,
R = 100, β = 0.5).

Impact of K: As shown in Fig. 5(a), the test accuracy ex-
hibits an inverted-U pattern across all three datasets. When K
is too small (e.g., K = 3), each group contains highly diverse
data, undermining the effectiveness of delayed aggregation.
As K increases to 10, groups become more homogeneous
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Fig. 5. Sensitivity analysis of key hyperparameters. (a) Impact of the number
of device groups K with R = 100, β = 0.5 fixed. (b) Impact of the
regrouping period R with K = 10, β = 0.5 fixed. (c) Impact of the fairness-
aware selection parameter β with K = 10, R = 100 fixed.

and the delayed aggregation mechanism effectively integrates
knowledge from well-separated clusters. Beyond K = 10 (e.g.,
K = 20), each group contains too few devices, limiting repre-
sentative diversity and increasing the aggregation delay cycle.
The performance variation ranges from 3.2% to 3.6%, and the
optimal K = 10 is consistent with our recommendation of
K ≈

√
N/10.

Impact of R: Fig. 5(b) shows that FedCAD is notably more
robust to variations in R than in K, with performance fluctua-
tions of only 1.0%–1.2%. This robustness is expected since
model similarity features evolve gradually during training.
Setting R = 100 achieves the best balance between clustering
freshness and communication overhead. The flat performance
curve around R = 100 suggests that practitioners can safely
choose R within a broad range (50–150) without significant
degradation, making FedCAD easy to deploy in practical IoT
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systems.
Impact of β: Fig. 5(c) shows the impact of the fairness-

aware selection parameter β ∈ {0.1, 0.3, 0.5, 0.7, 0.9}. Recall
that β controls the weight assigned to gradient quality versus
participation history in the device selection score: a larger β
favors gradient quality while a smaller β emphasizes fairness.
The results show that FedCAD achieves its best performance
at β = 0.5, which balances quality and fairness. When β
is too small (e.g., β = 0.1), the selection becomes nearly
uniform, losing the quality advantage; when β is too large
(e.g., β = 0.9), high-quality devices dominate and partici-
pation becomes imbalanced, eventually hurting convergence.
The performance variation across β values is 1.5%–2.0%,
confirming that β = 0.5 is a robust default choice.

E. Gradient Divergence Validation and Runtime Analysis
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Fig. 6. Intra-group vs. global gradient divergence over training rounds,
validating Assumption 4.

Empirical validation of Assumption 4. To provide em-
pirical support for the theoretical assumption that dual-feature
clustering reduces intra-group gradient divergence, we mea-
sured the average pairwise gradient divergence E[∥∇Fi(w)−
∇Fj(w)∥2] before and after clustering on Fashion-MNIST
(α = 0.1) and CIFAR-10 (α = 0.5). As shown in Fig. 6,
the intra-group gradient divergence after clustering (ϵ2) is
consistently and significantly lower than the global divergence
(ζ2) across all training rounds, confirming that the clustering
mechanism achieves the separation assumed in Assumption 4.
The ratio ϵ2/ζ2 stabilizes at approximately 0.68–0.72 after
the first regroup, indicating that clustering reduces intra-group
gradient divergence by approximately 28–32%.

Runtime, computational cost, and communication over-
head. Fig. 7 presents a comprehensive comparison of per-
round wall-clock time, normalized runtime overhead, and
estimated computational cost (GFLOPs) of FedCAD against
representative baselines on Fashion-MNIST (α = 0.1, 100
devices). FedCAD introduces a modest runtime overhead
of approximately 12.8% per round compared to FedAvg
(398.75s vs. 353.63s for 100 rounds), primarily from the
periodic feature extraction (amortized over R = 100 rounds).
In terms of computational cost, FedCAD requires approxi-
mately 2.49K GFLOPs per round, only 12.7% more than Fe-
dAvg (2.21K GFLOPs). Notably, FedCAD’s runtime overhead
(1.128×) is almost perfectly proportional to its FLOPs over-
head (1.127×), demonstrating that its additional cost is purely
computational and hardware-efficient. By contrast, methods
such as SCAFFOLD (2.05× FedAvg FLOPs, 1.75× runtime),
MOON (2.48× FLOPs, 2.76× runtime), and FedCCFA (3.82×

FLOPs, 4.09× runtime) incur substantially higher computa-
tional and time costs. Interestingly, while FedProx introduces
negligible additional FLOPs (+0.1%), its wall-clock time is
1.97× that of FedAvg. This discrepancy arises because Fed-
Prox’s proximal regularization term requires repeated CPU-
GPU memory transfers of the global model reference during
each local batch update—an implementation overhead that is
particularly problematic for resource-constrained IoT devices
with limited memory bandwidth. The total communication
overhead of FedCAD is within <1% of FedAvg, confirming
the theoretical analysis in Section III.
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Fig. 7. Comprehensive overhead comparison of FedCAD against baselines on
Fashion-MNIST (α = 0.1, 100 devices): (a) wall-clock time for 100 rounds,
(b) estimated computational cost (GFLOPs/round), and (c) normalized FLOPs
vs. runtime efficiency. FedCAD introduces proportional and modest overhead
(∼12.8% runtime, ∼12.7% FLOPs) compared to FedAvg, whereas FedProx
suffers from severe memory transfer overhead despite low FLOPs.

F. Robustness and Scalability Analysis

Robustness to noise and dynamic environments. In re-
alistic IoT deployments, sensor readings may be mislabeled
and data distributions may shift over time. Under symmetric
label-flipping noise up to 40%, FedCAD maintains the highest
accuracy with the smallest degradation, as the clustering mech-
anism naturally isolates noisy devices. Furthermore, when
subjected to a sudden distribution shift (from α = 0.5 to
α = 0.1), FedCAD recovers significantly faster than baselines,
enabled by its periodic re-clustering mechanism (R = 100)
that reorganizes device groups to reflect the new distribution.

G. Discussion

Centralized server overhead. FedCAD relies on a central
server to periodically collect device features, perform dual-
feature clustering, and coordinate the sequential cross-group
training. The server-side clustering cost is O(N2 +Nf log f)
per regrouping cycle, which is amortized over R = 100 rounds
and remains negligible compared to model training. In prac-
tice, the feature collection adds one lightweight communica-
tion round per R rounds, which is acceptable for most IoT
deployments. For very large-scale networks (N > 104), hier-
archical clustering or approximate nearest-neighbor methods
could be adopted to further reduce the server overhead.

Practical IoT deployment considerations. In real-world
IoT deployments, devices exhibit significant heterogeneity
in computational capabilities, and the sequential nature of
FedCAD’s cross-group training introduces a potential pipeline
coupling risk if a selected device fails. To mitigate this,
FedCAD implements a timeout mechanism: if a device fails
to return its updated model, the server skips that slot and
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proceeds to the next group. Our supplementary experiments
confirm that FedCAD maintains stable performance under
dropout rates up to 20%. Furthermore, the fairness-aware
adaptive selection naturally mitigates the impact of device
heterogeneity by tracking participation history, preventing fast
devices from dominating the training process. For long-tail
data distributions, supplementary evaluations under extreme
heterogeneity (α = 0.05) demonstrate that FedCAD consis-
tently outperforms baselines, as the fairness-aware selection
ensures devices with rare data are not systematically excluded.
Regarding scalability, the K ≈

√
N/10 heuristic provides a

starting point for scaling K with N . The clustering stability is
maintained by the regrouping period R = 100, which is suf-
ficient to track distribution shifts without incurring excessive
overhead in most IoT applications.

V. CONCLUSION

This paper addresses the weight divergence problem in de-
ploying Federated Learning across heterogeneous IoT environ-
ments. We identified that insufficient cross-device knowledge
exchange before aggregation is a primary contributing factor
to weight divergence in non-IID FL, and proposed FedCAD, a
novel FL framework whose core innovation is delayed cross-
group aggregation. This mechanism strategically postpones
global model updates until each model copy has been trained
across all device groups, supported by dual-feature device
clustering and fairness-aware adaptive selection that form a
causally linked pipeline. Our theoretical analysis establishes
that FedCAD achieves a tighter convergence bound than
FedAvg by reducing the gradient variance term from ζ2 to ϵ2,
and extensive experiments across five benchmark datasets and
13 heterogeneous scenarios confirm accuracy improvements of
up to 5.19% with negligible additional overhead.

Several directions remain open for future investigation.
First, the synchronous design of FedCAD could be extended to
an asynchronous variant to better accommodate devices with
highly variable delays in large-scale IoT deployments. Second,
energy-efficient adaptations are needed for battery-powered
IoT devices, where the sequential cross-group training may
need to be scheduled in an energy-aware manner. Finally,
integrating FedCAD with emerging paradigms such as 6G-
enabled edge intelligence could further reduce communica-
tion overhead while maintaining the cross-group knowledge
exchange benefit.
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